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ABSTRACT

The recent decision of the Supreme Court of Canada in Society of Composers, Authors and Music Publishers of Canada v Canadian Association of Internet Providers [2004] 2 SCR 427 is significant for two reasons: (a) the Canadian Supreme Court has held that  Internet Service Providers should be exempted from copyright liability as long as they provide only a conduit service in transmitting copyright materials between Internet users (a point which is consistent with many national copyright laws); (b) the majority of the Canadian Supreme Court arrived at the conclusion that the appropriate test to determine whether an infringement for the unauthorized transmission of online copyright material has occurred within the Canadian jurisdiction is the “real and substantial connection test” (LeBel J however dissented and was of the view that the correct test to apply is the “host server test”). This working paper studies these two tests as propounded by the Canadian Supreme Court and assesses their strengths and weaknesses, especially in light of the territoriality principle in copyright law.   
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I.
Introduction

Digital technology, in particular the Internet, has revolutionized the way authors’, composers’ and artists’ works are reproduced, accessed, communicated and distributed. New technologies have enabled and encouraged more works to be reconstituted as digital products and distributed through a virtual communications network on the Internet -- a far cry from the early days whereby Internet technology was used merely to process goods or services delivered through conventional means. Computer technologies that have been making waves in the digital world include the MP3, peer-to-peer (“P2P”) file sharing software like Grokster, Kazaa, and eDonkey, blogging and most recently, podcasting
 – a new way of distributing audio content to listeners via the Internet. These technologies have dramatically altered the structure and economics of the business models under which copyrighted works are published and distributed to the public. A virtual market-place for music and entertainment products now exists notionally in cyberspace.
 Its existence is not contained by national boundaries or borders and it challenges traditional legal protection norms such as national copyright laws that are typically territorial in nature. 

Possibly, the most difficult task for legislators and the courts to date has been the regulation of the use or abuse of copyrighted digital products accessed through the Internet. For copyright owners, the ability to exclude others from unauthorised access to their digitally constituted works on the Internet is crucial to the commercial profitability or viability of their business enterprises. In order to take legal action for copyright infringement on the Internet, copyright owners must address three fundamental issues: (a) who is liable for the infringement; (b) which jurisdiction does he take his action in and which national law is applicable in his case; and (c) what acts of infringement have been committed under the applicable law. In light of the strong territorial premise of copyright laws, the localization of an act of copyright infringement within a particular jurisdiction for the unauthorized transmission of online copyrighted materials in a spatial dimension like cyberspace is a complex and problematic exercise.  

The Supreme Court of Canada was recently confronted with this difficult issue of determining who should compensate musical composers and artists for their Canadian copyright in music downloaded in Canada from a foreign country via the Internet in the case of Society of Composers, Authors and Music Publishers of Canada v Canadian Association of Internet Providers.
(“SOCAN’s case”) The Society of Composers, Authors and Music Publishers of Canada (“SOCAN”) were the respondents in this case and they argued that the Internet Service Providers (“ISPs”) located in Canada ought to be liable for royalties irrespective of where the transmission originates. On the other hand, the Canadian Association of Internet Service Providers defended the position of the ISPs, arguing that ISPs merely provide the medium of communication and they have no control over the contents of the communication. As mere conduits of communication, the Canadian Association of ISPs asserts that they should not be liable for any copyright infringing communications. The Supreme Court of Canada, in its consideration of the ISPs’ copyright liability for Internet communications, was offered the opportunity to address the larger issue of when does a communication to the public occur on the Internet. More importantly for the purposes of determining copyright liability within the Canadian jurisdiction, the Supreme Court of Canada had to decide when a communication to the public on the Internet occurs in Canada. The majority of the Canadian Supreme Court arrived at the conclusion that the appropriate test to determine liability in a copyright infringement action for Internet communication of online copyrighted material is the “real and substantial connection test”. LeBel J however dissented and was of the view that the correct test to apply is the “host server test”. 

Although these two tests were developed by the Canadian Supreme Court in the context of the Canadian copyright legislation, they have wide-ranging implications for copyright owners, users and service providers in the Internet community far beyond Canadian shores. This paper studies the two tests as propounded by the Canadian Supreme Court and assesses their strengths and weaknesses, especially in light of the territoriality principle in copyright law.   

II.
SOCAN’s case

The facts of the case are simple. SOCAN is a collective society in Canada and administers the performing and communication rights of its members who are local or foreign authors, composers and music publishers. In 1995, SOCAN filed a “Tariff 22”
 with the Canadian Copyright Board proposing the collection of royalties in respect of musical works transmitted on the Internet. The main issues which the Canadian Copyright Board had to determine were (a) which activities of the various Internet entities infringed copyright under s 3(1)(f) of the Copyright Act, rendering these entities liable to pay royalties to SOCAN and (b) which activities were excluded from the definition of “communication” under s 2.4(1)(b) of the Copyright Act. The Canadian Copyright Board held that Internet intermediaries who do not act as content providers do not infringe the exclusive communication rights of the copyright owners as the activities undertaken do not constitute “a communication” for the purposes of the Copyright Act. Similarly, the transmission of music from a cache or mirror site is not a “communication” and an entity which merely makes other pages or websites automatically available to an end user by way of an embedded hyperlink is not liable for copyright infringement as mere knowledge that its facilities may be used for infringing purposes is not enough to incur liability. On the other hand, the Canadian Copyright Board ruled that an Internet communication occurs in Canada only if it originates from a server in Canada. Therefore, liability for copyright infringement will ensue only if content providers post music on a server located in Canada. 


SOCAN applied to the Canadian Federal Court of Appeal for judicial review of the Copyright Board’s ruling. The Federal Court of Appeal was of the opinion that for an Internet communication to occur within a country’s jurisdiction, it is not limited to a communication originating from a host server located within the country. A communication within the meaning of the Copyright Act may arise in respect of any telecommunication that has a real and substantial connection with Canada. To determine whether a telecommunication has a real and substantial connection with Canada, the court needs to consider all other relevant connecting factors besides the location of the host server. Some of these connecting factors listed by the Federal Court of Appeal include the location of the content provider, the end user, the intermediaries like the host server and the location of a cache or linked site from which material may be transmitted. The Federal Court of Appeal also held that ISPs who cache copyright materials may not avail themselves of the protection of s 2.4(1)(b) of the Copyright Act and are liable for payment of royalties in respect of such Internet activities.


The ISPs appealed against the decision of the Federal Court of Appeal and SOCAN cross-appealed. In the appeals, the Supreme Court of Canada had the opportunity to consider, amongst other issues, the scope of the copyright owners’ exclusive right to communicate the work to the public and the definition of a “communication” on the Internet.  At this juncture, a brief analysis of the right of communication to the public is in order.

The Right of Communication to the Public and the Right of Making Available to the Public 
The right of communication to the public is not, by any means, a novel right.  It has its roots in the Berne Convention 1886, although commentators have rightly pointed out the inadequacies of protection conferred by the provisions therein.
  The modern incarnation of the communication right is to be found, inter alia, in Article 8 of the WIPO Copyright Treaty 1996 (“WCT”).
  From the plain wording of the provision, it is clear that Article 8 WCT encompasses not only the concept of “communication” to the public, but also provides for a specific and distinct right of “making available” to the public.  Singapore, a recent signatory to the WCT, chose to implement the Article 8 obligation through a fairly broad definition of the word “communicate” in section 7(1) of the Copyright Act 1987.  In Singapore, therefore, the right of communication to the public comprises – (i) the “traditional” rights of the copyright owner to broadcast a work and to include the work in a cable programme, and (ii) the more “contemporary” right of the copyright owner to communicate or transmit his works to the public through the Internet and other digital media as well as to make available those works to the public within the meaning of Article 8 WCT.  It should be noted, however, that when SOCAN’s case was before the Canadian Supreme Court, copyright owners in Canada only had the right to communicate their works to the public by “telecommunication”, which definition in the Canadian Copyright Act (as it then was) did not expressly provide for the right of “making available”.

It is important, at the outset, to distinguish between the concepts of “communication” on the one hand and “making available” on the other, as well as to identify some types of Internet activity which may fall within the scope of each right.  The act of communicating is synonymous with the act of transmitting, which must mean that there is a start point and an end point to the whole process.  There is, first of all, the source or origin of the transmission and, at the other end, the point of reception.  Obviously, the communication process is not complete without proper transmission and reception.  In this regard, ISPs which help transmit digital material on the Internet from a host website/server to an end-user have necessarily participated in acts of communication, and the same is true for those who are engaged in broadcasting and cable-casting (generally, operators of “push” technologies).

In contrast, there is only one point of reference in relation to the act of “making available”.  A work is, according to Article 8 WCT, made available to the public once members of the public can access the work from a place and at a time individually chosen by them.  The process of “making available” is therefore complete as soon as the act of providing access to the work in question is performed, and there is absolutely no need to make further reference to the point(s) of reception.  In this respect, a content provider who uploads digital content onto a web server (and generally, operators of “pull” technologies) would have made the requisite information available to the public at that point, regardless of the subsequent number of recipients or their location.

Therefore, whilst the drafters of national copyright laws may have framed the Article 8 WCT obligation under the broad “umbrella” provision of the right of communication to the public, it must be emphasized that the copyright owner’s specific right of “making available” to the public is necessarily a separate and distinct right.
  As we shall see below, even where it has been alleged that the copyright owner’s exclusive right of communication to the public has been infringed, it is necessary, especially in light of the territoriality principle in copyright law, to enquire further into the precise nature of the defendant’s infringing activity when determining where an infringement of copyright has occurred.
The “Real and Substantial Connection Test” 

The Supreme Court of Canada rejected the Copyright Board’s ruling that to determine whether copyright infringement for unauthorized online transmission of authors’ works has occurred within Canadian jurisdiction, the only relevant connection between the country and the communication is the location of the host server. Instead, the Canadian Supreme Court agreed with the Federal Court of Appeal in its conclusion that copyright infringement occurs in Canada where there is a “real and substantial connection” between Canada and the communication concerned. Several connecting factors were identified to be relevant in establishing whether a particular communication via the Internet has a “real and substantial connection” with the country concerned and these include the locations of the content providers, the host server, the intermediaries and the end users. With regard to the weight to be given to any of the aforementioned connecting factors, the Supreme Court opined that it will vary with the circumstances and the nature of the dispute.


Applying the “real and substantial connection” test, an infringement of the right of communication would have occurred within the jurisdiction of Canada if the courts found that a significant portion of the activities constituting the offence have taken place within Canadian national boundaries. The “real and substantial connection” test was developed by the Canadian courts in the context of the recognition and enforcement of judgments between sister provinces and this test has provided a framework for the analysis of assumption of jurisdiction by a court in one province over matters affecting another province.
 More recently, the “real and substantial connection” test has been applied by the courts in cases involving the recognition and enforcement of foreign judgments outside Canada. The Canadian Supreme Court was of the opinion that in the analysis of whether an Internet communication or transmission has occurred within Canada under the Copyright Act, the “real and substantial connection” test provides the court with a model framework which not only accords with international comity but also is consistent with fundamental objectives of order and fairness.  
The “Host Server Test”
The dissenting judge LeBel J disagreed with the majority on the analysis with regard to the localization of an Internet communication under the Copyright Act. He ruled that the appropriate test to determine whether an Internet communication has occurred within a country’s jurisdiction is the place of the server from which the Internet communication originates. Applying the “host server” test, it is only when the copyrighted work is posted on a Canadian host server that the rights to communicate or to authorize communication must be obtained from the copyright owners in Canada. Under the “host server” test, the location of the content provider (the one who uploads the content to the host server) is irrelevant and the location of the end user (the one who downloads th contents or “pulls” the copyrighted works) is also irrelevant. In the case in which the Internet communication originates from a “mirror site” located within Canada, under the “host server” test, this would be considered communication within Canada regardless of the location of the original site. For communications triggered by hyperlinks, the final destination which the link leads to determines the issue of whether an Internet communication has occurred within jurisdiction. If the link leads to a website hosted by a server located in Canada, then under the “host server” test, an Internet communication has occurred in Canada.   


According to LeBel J, the “host server” test is the correct approach to adopt and he gave several reasons to support his choice:

(a) The “host server” test is consistent with the principle of territoriality enshrined in copyright laws. LeBel J pointed out that parliament has the complete authority to legislate statutes that have extraterritorial effect. However, he felt that neither s 3(1)(f) nor the other relevant sections of the Copyright Act expressly state that they were to apply beyond Canadian jurisdiction. In the absence of express words in the statutes, common law presumes that parliament does not intend the legislation to apply extraterritorially. This conclusion is also consistent with the principle of territoriality, a well accepted rule of international law. Copyright is territorial in nature and copyright owners’ rights and privileges are confined to the jurisdiction of the enacting State. It is important to note that the principle of territoriality in copyright has been incorporated into several international treaties and conventions, including the Berne Convention for the Protection of Literary and Artistic Works, 1886 (“Berne Convention”); Agreement on Trade-Related Aspects of Intellectual Property Rights, 1994 (“TRIPS”); World Intellectual Property Organization Copyright Treaty, 1996 (“WCT”); and World Intellectual Property Organization Performances and Phonograms Treaty, 1996 (“WPPT”). Looking at all these treaties and conventions, LeBel J came to the conclusion that the “host server” test “has the benefit of clearly complying with the territoriality requirement of international copyright law. It also accords with the WCT communication right (art. 8), which includes ‘the making available to the public of their works in such a way that members of the public may access these works from a place and at a time individually chosen by them’; copyrighted works are made available on the Internet when they are posted on a host server. Before they are posted on a host server, they are not available to the public.”
 In contrast, the “real and substantial connection” test is in the mind of LeBel J inconsistent with the territoriality principle. The main objection lies in the possibility that under this test, content providers located in some remote place like Bangalore who posted copyrighted materials on a server in Hong Kong may nevertheless be liable for copyright infringement in Canada simply on the grounds that the copyright materials are downloaded or retrieved by end users located within Canada. This will result in a “layering of royalty obligations” between countries as contents posted on a server are in principle potentially accessible from anywhere in the world. Thus, the “real and substantial connection” test is fundamentally flawed and the assertion of Canadian jurisdiction over Internet communications that originate elsewhere but received in Canada does not accord with national or international copyright practice. 

(b) The “host server” test provides certainty and predictability for all Internet stakeholders. The application of the “host server” test is simple, logical and straight forward. The “host server” test has the advantage of being readily applicable by the various parties concerned – the Copyright Board in setting tariffs, the Courts in determining copyright infringement and the solicitors in giving their advice to copyright users. The “host server” test avoids the complicated problem of the courts having to assign weights to the numerous relevant connecting factors so as to determine the factor or factors that have the most real and substantial connection to a particular jurisdiction.   

(c) The “host server” test best accords with the meaning and purpose of the Copyright Act. In contrast, the “real and substantial connection” test was a test that had been developed by the Canadian courts in very different contexts specifically to deal with the exigencies of the Canadian federation. It was not meant to be transposed as a rule of statutory construction and the Canadian Supreme Court should be slow to adopt it as a principle of legislative jurisdiction in the context of the Copyright Act. 

(d) The “host server” test addresses the issue of privacy concerns over the Internet. Another important consideration for LeBel J is the encouragement of increased monitoring of an individual’s surfing and downloading activities if the “real and substantial connection” test is to be adopted by the courts and the copyright board. This is because under the “real and substantial connection” test, the Internet activities undertaken by individuals especially in downloading or retrieving copyright materials would be relevant to determine infringement and such activities reveal the biographical information about such individual. There are therefore serious privacy concerns when copyright owners or their agents try to obtain data from the Internet service providers about the individual’s downloading of copyrighted works. Comparatively, these privacy concerns are considerably diminished though not entirely eliminated if the “host server” test is applied instead. This is because it is the content provider who has made the information public by posting it on the server.

III.
Applying the “Real and Substantial Connection” Test and the “Host Server” Test to Determine Copyright Infringement on the Internet  

It is important to note that in SOCAN’s case, the Supreme Court of Canada was asked to consider the copyright liability of ISPs which were physically located within the national boundaries of Canada. The issue of copyright liability of foreign content providers and ISPs was not brought before the Supreme Court. Both the “real and substantial connection” test, advocated and applied by the majority of the Supreme Court, as well as the “host server” test, counter-proposed by the dissenting judge, were developed and applied in these very limited factual circumstances. Thus, the applicability of these two tests in the wider context of the copyright liability of foreign content providers and ISPs is interesting to study and examine. 

Professor Jane Ginsburg in a recent paper
 sketched a number of Internet scenarios to test the scope of rights of communication to the public and “making available” under the Berne Convention and the WIPO treaties (WCT and WPPT). The scenarios referred to by Professor Ginsburg provide a good template for our purposes here as we apply both the “real and substantial connection” test and the “host server” test in each of the scenarios in an attempt to localize the act of copyright infringement on the Internet beyond the factual situation in SOCAN’s case and to embark on a comparative analysis of the effectiveness of these two tests. We have chosen 3 relevant scenarios from Professor Ginsburg’s paper and they are as follows: 

1. Roger Jolly runs a website, Pirates-R-Us.com, from which he offers a variety of digital-format copyrighted works, including photographs, musical recordings, videogames, and text. Users accessing the site may download the desired files directly from the Pirates-R-Us.com site.

Applying the “real and substantial connection” test

In this scenario, the potential copyright infringers include the content provider Roger Jolly, the end-users who are downloading the files and the host servers or ISPs at which the website is hosted. The relevant copyrights involved in a legal action for infringement in this scenario include the right of reproduction (downloading), the right of communication (transmission from the website to the end user) and the right of making available (the display of the digitally formatted copyrighted works on the website). With regard to the right of reproduction, the act of downloading and thus reproduction takes place in the country in which the end user is situated. That country ought to have jurisdiction over the alleged copyright infringement of the right of reproduction by the end users. The copyright owners must therefore sue within that jurisdiction. This is simple and straightforward. With regard to the other copyrights of communication and making available, the analysis is far more complicated. In the case of localizing the alleged act of infringement of the right communication, there are at least 3 relevant connecting factors: (a) the location of the content provider’s hard drive; (b) the location of the host server on which the website is hosted; and (c) the location of the end-users’ hard drive. Applying the “real and substantial connection” test, all three factors are relevant and the task of the courts is to ascertain which factor or factors have the most “real and substantial connection” to the jurisdiction concerned. In the case of an infringement of the copyright owners’ right of communication, it is submitted that the factor that has most real and substantial connection may be the location of the end users as it is here that the damage to the economic interests of the copyright owners is most significant. However, in the case of an infringement of the right of making available, it is submitted that the factor that has most real and substantial connection is the location of the host server. This is because, as we have explained earlier,
 the infringing act of making available would have been committed at the point where the copyrighted materials are uploaded onto the website. In light of the territoriality of copyright law, the appropriate forum to assert jurisdiction in this case would be the location of the host server and not the location of the content provider or indeed the location of the end-users. 

Applying the “host server” test

If the “host server” test is used, the answer is simple and straight forward. The analysis for the alleged infringement of the right of reproduction remains unchanged. As for the right of communication and right of making available, the act of infringement is localized at the location of the host server on which the content provider has uploaded the copyrighted materials and a fortiori, this is the forum that shall assert jurisdiction in an action for copyright infringement. 

2. Jean Lafitte operates a website, music4free.com, that aggregates links to other websites from which users can download unauthorised copies of recorded music. Some links are identified by the name of the music file; clicking on these links takes the user directly to another website and automatically downloads the named file from that website to the user’s hard drive. Other links are identified by the names of the other websites; clicking on these sends the user to the website, from which she may elect to download a variety of files.

Applying the “real and substantial connection” test

In this scenario, we shall confine our discussion to Jean Latiffe as a potential defendant for copyright infringement of the right of communication, the right of making available and possibly, the right of authorizing of the act of infringement. In the first situation where the end users are taken directly to other websites and the selected music file is automatically downloaded into the users’ hard drives, it is submitted that Jean may have infringed both the right of making available and arguably the right of communication of the copyright owners. This is because, by providing the link on her website which allows the end users to download automatically the named music files, Jean could be said to have made available to the public the copyrighted works in such a way that members of the public may access these works from a place and at a time individually chosen by them. Therefore, applying the “real and substantial connection” test in this context, the factor that has the most real and substantial connection would be the location of the host server on which Jean’s music4free.com website is located. 

As for the right of communication, it could be argued that Jean has participated in the act of transmitting the copyrighted materials over to the end users. Thus, applying the “real and substantial connection” test, the relevant factors include the point of origin (the location of Jean’s website) and the point of reception (the location of the end users). Consequently, Jean may be subjected to the jurisdiction of the forum in which the end users are located as this is the place where the economic interests of the copyright holders are arguably most significantly affected. In the second scenario of the end users being taken to another website from which they may elect to download a variety of files, it is submitted that Jean had arguably infringed copyright only by authorization. Thus, the act of infringing authorization according to the “real and substantial connection” test would have occurred at the location of the host server of Jean’s website as this is where the act of authorization has taken place. 

Applying the “host server” test

LeBel J discussed the above scenario in his judgment
 and the analysis is simple. In his opinion, communications triggered by an embedded hyperlink occur at the location of the site to which the hyperlink leads. Therefore, if the hyperlink leads to a website on a host server situated in Canada, then the communication occurs in Canada. Returning to the scenarion in (2) above, applying the “host server” test, Internet communications occur in the country where the host server hosting the website with the musical files is located and consequently, this is the forum that will assert jurisdiction in an action for copyright infringement.  

3. Secret-sharer.com distributes a software program, TotalShare, enabling end users to designate digital files of all kinds (text, image, sound, audiovisual) on their hard drives for other users of TotalShare to copy into their hard drives. Tracy Trader has accordingly designated files corresponding to the text and recorded reading of the 19th Harry Potter book, Harry Potter and the Never-Ending Royalty Statement, and a collection of great outtakes from all 14 Harry Potter films to date, as well as a poster depicting in the part of Dumbledore, Russell Crowe – the fourth actor in a role that has definitively capped the cinematographic careers of more elderly predecessors. 

Applying the “real and substantial connection” test

We shall begin our analysis of this scenario with Tracy Trader who is a content provider of copyright infringing materials. By designating the files corresponding to the copyrighted subject matters in the scenario, Tracy Trader would have infringed the copyright owners’ right of making available because any end user who has installed the TotalShare software may gain access to and download the protected works. Applying the “real and substantial connection” test, the act of infringement would have occurred where the content provider’s computer hard drive is located.  The action against Secret-sharer.com for authorizing copyright infringement by P2P file sharers like Tracy Trader is controversial. However, assuming that Secret-sharer.com has developed the software TotalShare with the intention to induce or encourage infringement,
 an argument can be made that it has infringed copyright by authorization and applying the “real and substantial connection” test, the act of infringement by authorization would have occurred at the location of the server hosting and making available the file-sharing software. 

Applying the “host server” test

In the case of Tracy Trader, the “host server” test is inapplicable as the host server is not a relevant connecting factor. However, as regards the action against Secret-sharer.com, the conclusion would be the same as discussed above.    

IV.
Judicial Approaches Elsewhere

As we have seen in the above analysis, both the “real and substantial connection” test and the “host sever” test have their strengths and weakness for being the analytical framework used to determine copyright liability for unauthorised transmission of works on the Internet. It may be useful to survey the approaches taken elsewhere in the world with a view to provide more insights in the analysis of this complex issue at hand. 

The United States of America
For an individual who is not within the jurisdiction of the United States, the courts have adopted a three-pronged approach to determine whether the exercise of jurisdiction over this person is appropriate. Essentially, the courts must be satisfied that (a) the defendant must have sufficient “minimum contacts” with the forum state, (2) the claim asserted against the defendant must arise out of those contacts, and (3) the exercise of jurisdiction must be reasonable.
 In the context of an infringement of the communication right over the Internet, the real issue before the courts is when and where such an Internet communication is deemed to have occurred. Zippo Manufacturing Co. v Zippo Dot Com, Inc. (“the Zippo case”) is a seminal authority in the United States explicating a model framework to determine whether websites on the Internet can be used as a basis for conferring personal jurisdiction on the courts. In the Zippo case, the courts propounded the use of a “sliding scale” of personal jurisdiction that is “directly proportional to the nature and quality of commercial activity that an entity conducts over the Internet.” (Emphasis own) In an often cited passage from the case, the court constructed a “spectrum” of Internet activities as follows:

[a]t one end … are situations where a defendant clearly does business over the Internet. If the defendant enters into contracts with residents of a foreign jurisdiction that involve the knowing and repeated transmission of computer files over the Internet, personal jurisdiction is proper. E.g., CompuServe, Inc. v Patterson, 89 F.3d 1257 (6th Cir. 1996). At the opposite end are situations where a defendant has simply posed information on an Internet Website which is accessible to users in foreign jurisdictions. A passive Website that does little more than make information available to those who are interested in it is not grounds for the exercise of personal jurisdiction. E.g., Bensusan Restaurant Corp. v King, 937 F.Supp. 295 (S.D.N.Y. 1996). The middle ground is occupied by interactive Website where a user can exchange information with the host computer. In these cases, the exercise of jurisdiction is determined by examining the level of interactivity and commercial nature of the exchange of information that occurs on the Website. E.g., Maritz, Inc. v Cybergold, Inc., 947 F. Supp. 1328 (E.D.Mo. 1996).

In essence, the courts are looking for a substantial connection between the Internet activities concerned and the relevant forum in order to justify the assertion of jurisdiction. The location of the host server is but only one factor in the whole spectrum of factors that are relevant for consideration. 

The place of harm has traditionally been accepted as one of the bases to find judicial competence in the United States and it can refer to either the place of generation of the harm or the location of its impact. Using the place of generation of the harm as a point of reference, the act of copyright infringement for unauthorized Internet communication or transmission may be localized at the point of origin of the communication. There are authorities in the United States for the courts to assert jurisdiction for copyright infringement where the United States is the country of transmission of the copyrighted materials.
 However, one can argue that the point of origin of communication may appear rather fortuitous
 in certain circumstances because the communication does not become accessible and therefore economically detrimental to the copyright owner until it has been “made available” at the website. The website is for all intents and purposes the centre for distribution of the copyrighted works and the argument for the forum, in which the host server of the website is located, to assert jurisdiction over the website operator and over the foreign national who intentionally uploads the copyright material to the website is a compelling one. Moving over to the location of the harm and its impact as a basis of judicial competence, there are also authorities in the United States for the courts to take jurisdiction for copyright infringement where it is the country of reception of the Internet communication or transmission.
 This clearly shows that localizing the act of copyright infringement using a singular point of reference, whether by the location of the host server, the point of origin of transmission or the point of reception of transmission is unhelpful and may possibly yield unfair results. A holistic consideration of all the relevant connecting factors as suggested in the Zippo case is indeed preferred. In this connection, we of the view that the approach taken by the courts in the United States is similar to the “real and substantial connection” test propounded by the Canadian Supreme Court in the SOCAN’s case in form and spirit.      

The European Union

An important piece of legislation to consider in the European Union is the E-commerce Directive
 issued by the European Commission in 2000. The mandate of the E-commerce Directive is to ensure the free movement among Member States of “information society services”. As a matter of policy, the European Commission preferred the law of the Member State on whose territory the service provider is established. Thus, the provision of information society services should be supervised at the source of the activity i.e. the place of the service provider. According to European Court of Justice case law, the place of the service provider is not the place where the technology is or the place of the end user but the place of the service provider’s centre of activities. It appears that for e-commerce matters utilizing essentially “pull Internet technology”, the “host server” test is the preferred model of analysis. 

On the other hand, there are also authorities in the European Union involving simulcasting
 and satellite transmission rights
 which state that either the country of transmission or the country of reception will take jurisdiction with regard to a transmission or communication linked to its territory. 

Australia

There are no cases dealing with this issue in Australia so far. However, in the Copyright Amendment (Digital Agenda) Act 2000, the definition of “communication to the public” stretches to cover communications entirely within Australia, communications originating from Australia and received by an end user outside of Australian, and communications originating from Australia but received by an end user in Australia. Given this very wide definition of the communication right in Australia, one may argue that the “real and substantial connection” test would be the preferred approach here as its application gives effect to the statutory meaning of communication to the public. The “real and substantial connection” test takes into account both the point of transmission and the point of reception of the copyrighted works whether these points are within or out of Australia. In contrast, the “host server” test appears poorly suited under such legislative language and it is submitted that is not an appropriate test to adopt. 

V.
The Preferred Approach and Conclusion

In this paper, we have taken the “real and substantial connection” test  and the “host server” test  in SOCAN’s case and applied them in the wider context of determining the copyright liability of foreign content providers and ISPs for unauthorised online transmission of copyrighted materials. The results of our analysis suggest that the “real and substantial connection” test is the preferred approach.  Compared to the “host server” test, the “real and substantial connection” test proves to be more flexible in application and certainly takes into account the borderless nature of Internet communications or transmissions. Although the application of the “real and substantial connection” test may be more complicated at times as it involves the court to part take in the assignment of the weights to the relevant connecting factors, it is submitted that this necessary exercise ultimately yields results that accords with fairness and order. The majority in SOCAN’s case has said that the assignment of the weights to the relevant factors would vary with the circumstances and the nature of the dispute and alluded to the pivotal role played by legislative or judicial policies of individual national states in this exercise. It is submitted that a useful approach for the courts in this exercise is to consider the assignment of the weights with reference to (a) the party to be sued for infringement, whether this is a content provider, ISPs/host server or an end user; (b) the specific copyright which has allegedly been infringed, whether it is the right of reproduction, right of communication, right of making available or authorizing infringement. The proper interpretation of these various transmission or communication rights is the key to a fair assignment of weights to the relevant connecting factors on the Internet linked to the territory.  


Contrary to the learned opinion of the dissenting judge, LeBel J, in SOCAN’s case, it is submitted that the “real and substantial connection’ test is not inconsistent with the territoriality principle in national copyright laws. Instead, the “real and substantial connection” test merely invites the courts to re-examine the concept of territoriality in the context of communication rights over the Internet and the borderless nature of an Internet communication. An example would be the case of a foreign content provider who has violated the right of making available, the reason why the "real and substantial connection" test points to the location of the foreign server hosting the copyright material (and NOT to the country of reception) is because the material hosted on the foreign server does not target end-users in any particular jurisdiction.  Indeed, such online material is available to any end-user in any jurisdiction that has access to the Internet.  No jurisdiction can rightly claim that it has a real and substantial connection with an infringing act of this nature based simply on reception. But, to adhere to a concept of territoriality based on national boundaries and find liability only in the connecting factors located within one’s boundaries would be too parochial and it may lead to unfair results for the parties. In any event, the act of infringement of the right of making available would have crystallized at the point where the infringing material has been uploaded onto the foreign host server. As such, in accordance to the principle of territoriality in copyright law, it is only appropriate for the action against such a defendant to be brought in the jurisdiction of the foreign host server.

In conclusion therefore, we are of the view that the territoriality principle in copyright law is not compromised by the application of the “real and substantial connection test” to copyright infringements on the Internet. There is therefore no reason why courts should not adopt this test as the preferred analytical framework for localizing the act of copyright infringement in a borderless world.  
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